
THE ONITED STATES PATENT AND TRADEMARK OFF! 



In re the Application of: Naoki OGUCHI 



Filed 



Concairrently herewith 



For 



PACKET PROCESiSING DEVICE 



Serial No. : Concurrently herewith 



Assistant Commissioner of Patents 
Washington, D.C. 20231 



Attached herewith is Japanese patent application No. 
11-137805 of May 18, 1999 whose priority has been claimed in the 
present application. 



HELFGOTT & KARAS, P.C. 
60th FLOOR 

EMPIRE STATE BUILDING 
NEW YORK, NY 10118 
DOCKET NO.: FUJZ17.260 
LHHzpriority 



April 19, 2000 



SUBMISSION OF PRIORITY DOCUMENT 



SIR: 




Filed Via Express Mail 
Rec. No.: EL522392015US 



On: April l9 , 2000 
By: Lydia Gonzalez 



Any fee due with this paper, not fully 
Covered by an enclosed check, may be 
Charged on Deposit Acct. No. 08-1634 



B m ^ ft ^ 

PATENT OFFICE 
JAPANESE GOVERNMENT 

This is to certify that the annexed is a true copy of the following application as filed 
with this Office. 

m m ^ n a 

Date of Application: 1999^5^180 

m H # 

Application Nuniber: 1 1 0|| 1 3 7 8 0 5 # 

iij 

Applicant (s): m±ii^^#^t 

CERTIFIED COPY OF 
PRIORIIY DOCUMENT 






miiE## ajlE# 2000-3007330 



#512 11-137805 



(I 



[iims] 



9804689 

H04L 12/28 
H04L 29/06 
H04L 29/10 

13 

000005223 

100090011 
MM 

023858 

21,000R 



1-^ m±m. 



mm 1 

1 

9704680 



1 



ffifiE# 2000-3007330 



11—137805 



mm^] mmm 

mmit^tit^mmz/u h^jv^mmt^^-^^^y h^mmm^zi3\^x. 
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>y T ^SBP \z^X^Z.t. ^ #^ ^ L :t >'\°>!r ^y h ^ail^go 

mH^fi^A >y :7 T ^agp^^. ^ ^y ^'J^^ v V^. ^v^'^ ^tiM^cDm^m 
S:#^i:b7tA>!r^y h^O-S^g. 

^y h^mmUo 
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[0 0 0 1] 

-^57^>^'7x->^.(Network Interface CardiJgA^^, NIC^tthli^?9^i-S)^lCffl 
[0 0 0 2] 

[0 0 0 3] 

r^. Mcmmt. ^izj-^^y h^i^m^vx. ±^m(Dm^m^mm-t^-^'^. nic 
mm^mmw-D^mz^v. ^-^^^ h(Dtpm^no:r.ii^-^ii^x$>^o j-^^^h 

[0 0 0 4] 

arte, z.z>Lr:L/-^^y hmMmm^^tim^iz^\<^x^vmi^<Mm'r^o 
mmin^xmm^ti^mmx$>^o hmxit. -mmzosnmm-^^u h 

[0 0 0 5] 
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[0 0 0 6] 
F '^7 ac Til: b =b ® t -g-X. -5 o 

[0 0 0 7] 

Nic^gii, ^izmm(Dm^i^Ax:&^^^(D4y^y:iL -7.il i^xmm^n 
. mmm^±xmm-t^mmr:/v^-ty3yvy h^airt^mvx. r-ifv 

mm:(Dmcmm^mm-t^:r.}ixmm)^'7 h^:iiriz^^x/^^y h^m^no 
^t^osmx&^o 

[0 0 0 8] 

o s iiw^mir^z-titi^&^)izm-tt=.i^<Dm^^jiji^t>^fiDnx^t^o 

(1) Zero-copy TCP:^'^ 

V TCPy>^^y h^t-/ 7 r (C^ll^ Ut^t^- ^ O S±"et&#-r<2>ji'fe 

T :^ U >5r - S> a > ic?^ f 7t «?) - :^ ;b ^ ^ U ^^75)^ e> :i - if ^ ^ U ® 
^ ^ U n If - 5: — ^ <7)#M ^ IC o T e» ^ -5 o 
[0 0 0 9] 

zero-copy TCP^^^tt, O S :j!7 - :^ ^ U ^^O— SP 5: T:/ U 3 >rL 
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U >5r - 3 > 7b^ T ^ -fe X 1? ^ -5 J: e> { C -r -S o 
(2)120^^ 

[0 0 10] 
[0011] 

h^>x;}<- hMii^^^-t ^iz^tJt'^^ X(D^- hX'mmti^nt>ti^. 
[0 0 12] 
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1 1 — 1 3 7 8 0 5 

[0 0 13] 

„ L3::^.-r^y^®^«i:^lc, L3X>f ^y^lc^^^lt^S^MI^tilg^ri^^-rST- 
^T^ i? ^ ^ L T v^ -5 
[0 0 14] 

mmt. _hSH®T-^7^^^^S:5^bTfe*J, L3;^-f -/5^81©_h-eO S 
)V20i)mi^V. roo S:j!j-:^;i/20COJtlCT^U>ir-->a >ll*'«i&f^-r-2>„ 

L3;?>>r>y5^8lli, ^#/l>?r^y h90$:, ^^>r >^ :7 ai-x3l. /V-'r-f y 
mm^83. SWgP84. m*>'^^y >'t85, ^tt)^jtM-r>^7x-:^46?:S&LT, 
X-r >y^>iJ^L^^. Mm>'^•>^y h95i:LTjim-r^ (D) = 

[0 0 15] 

^Jt, ^#A>^r^y h90(D— ^Ptt. S'@>r>^ >'a:-:^3l:<)^^os:<J-:^^;l/20(^) 
[0 0 16] 

[0 0 17] 

V^'^jt^m^^^. ±ytyBym>^(Dr=.i^<DWiM<D^'^^yh^. L3x>r^y^'fa 
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[0018] 

Aij{Bisw^77/^>t^^u78. mijmswmd. Rx:^^^m^-<^v h95^mmir 

[0019] 

^^>l^U78. CAM74. CPU71, S.t)^*^ -f >^ ^ U 72ti, A7.7at: 

i^) 90l±. ^M-r ^^^ai-^SlCDA:^?^^^ •7T (FIFO) lC#«$tlSo 
[0 0 2 0] 

L3X>f ^y^T-l±, L2 (PgM2) 0-7 I/- AT':^>f ^> 3 i:, L3 

(PgM3) (5DIP/\°>!r-/ h7?IP;i/-^-<>^$:A- F^aiTT^f Zli:, :«)^nrig-e 

[0 0 2 1] 

[0 0 2 2] 

5^-^;i/75$:^g^i--g>„ — ■r-'C ^^J^ 5^- ^;p75liCAM (Content Addressable Me 
mory)i:I^litl'2>^^U74lC, O S Tb^^tSi" <2);i/--5^-< > e^'ffi^SrTtlClPT K 
:^i:5j<- h^li>r-1?-*^y h T K l/x il(Z)*f^S^*^»^Ji^^?$> U , IPT Kl/X 
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[0 0 2 3] 

t>'jt#7cT Ki/xicii, ^ti^ti. ;i/-7^>f >y7^->^;i/J:>;5i#Lfc?:kJi-N^y >^ 

T S wm77y\m -5 = 

[0 0 2 4] 

[0 0 2 5] 
^ U m Lj^#>f > 3? 7 ai - X46tCM-ro 
[0 0 2 6] 

37{cCPU7l^cD=^a.-$:M^beM^{cx>f ^ > ^*$:^f o -ic 
>'l/-A*'5ai«-t'5i:CPU71_hT'mf^i-<5 0 SlC^Li!l3i^_hlf, OS*^^^^ 
^ U 78JCT ^ -fexi--g> ^ i: ■e:7 I/- A ^r^^f So 
[0 0 2 7] 
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[0 0 2 8] 
[0 0 2 9] 
[0 0 3 0] 
[0 0 3 1] 

J\- aLTlzm^-t^ZiilX. /N- 3irX<Dy ^ U >^*Sr RTIg^ 
(5)0 S^CDilfiifSr^r^ej b Jt^aMNIC^M:)^^ 
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[0 0 3 2] 
[0 0 3 3] 

fcv^^^^$:Mv^T. O S^(DilIiiS:M^t-:li:^cJ: »J O S mzisil^ ^^Myt- 
[0 0 3 4] 
[|§^ A-^j?^ b J: ^ i: -r S^S] 

(l)Zero-copy TCP^^li, O S :^-:^^;i/r K b:^^r^i::3.-if T K 
[0 0 3 5] 

>^^<^oTV>So L7b^L/J&*^^. :^>^y h»7-^^>f >^ :7ai-;^|^®T^MO S 
[0 0 3 6] 
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[0 0 3 7] 

(4) L3X>f ^y^^^T'li, O S 7^^> A°'?r h ^>@#{CJi*^o T ^ fc#JjiJC J; o 

•fe;^-r<5o z.<DL3::x,4 y^xit. hv-^M/^^^y hm^mm^lMmf^^\- 
[0 0 3 8] 

(5) o s^^itfjitfeS:^^ L.r=.^%mMcmui3^x\%. vyv^aLrcDm^m 

[0 0 3 9] 

(i)L3x^ v^(Df\- F'i7ccT-el|3^«rtl3&:7>r u iKy s/ig^$:ttf 

So 

-i/3>^ffi® h^7>r ^y^'li, L3X>f ^y^^T/N- K'^^JiT^OiSSr^f ;t^v^7^^;?) 
[0 0 4 0] 

[0 0 4 1] 
[^S fi?^ -5 <Z)#a] 
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V V \:.^mm. X^XWi^mn v-yy ^ JH^-r S H^^/n* t rasp , M 

[0 0 4 2] 

TfilM<Z)W^^A»y 7Traa5301;6^, «i!tO^M/\°>5r h91S: 1 o®br>y ff ?^ 
[0 0 4 3] 

e)5&V^o ll^©a:t^^^3 >fiSrjiag&3022§5:t>*5^a:^y ^-9-Afmiaj^304JC 

[0 0 4 4] 

ZltllCj:*;, ±fir^<?)^'fSA^y >'Tl01^©7N°>^^y h SI^mSriffM-T-S 3 i: 7b" 
[0 0 4 5] 

o 

^»93^^m LT, T^M<?)^«^#W^aP303lC3i^t-<5 J: ^ {C bT =b i: V>o 
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[0 0 4 6] 

[0 04 7] 

31^1- ^ J; e) ic b T i V ^„ 
[0 0 4 8] 

-Ti&fct), ^m^^yyTlOlf)\ hM^^^z-^^y 7tT'^»J> h 
SaPSOl tf^^ L. ^ If i'VN-^r h 92 §: ^'fg/'? t 101 IcM^-T ^hiii^X^^ 

o 

[0 0 4 9] 

fey, ^if ^^7N°^r«y h S: h^>XjJ<- Vm<DAvy rXOyu-mm^lff^'t 

;bMa§|JlOOi:T^M h a;i/^a^300cD^lci4iraM:/D Vn)\ymMm20m 
M^Z.}lXtb^. 

[0 0 5 0] 
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[0 0 5 1] 
[0 0 5 2] 
[0 0 5 3] 

»^^7lc^S:*:5§^tc^v%T«, mtf^y htc^ai^y 
#in -t -5 ^ ^ i?- A ffWiai^ ^ f -5 3 *^ ^ o 

l^x^oLV^-^J^^ ft# b T #in -r s r i: *^ nflg T ^ s o 

[0 0 5 4] 

tti^nSf^X^^. 

[0 0 5 5] 

92^m^-t^t^^^'^^:^^-h-t^o ^LT, ^/N°>?r^y h92*^m^®■!f 
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[0 0 5 6] 

(Dmuj^^^-^^y hi^mi-^n^^^ xizmhr^^,^.xmy^v ^^^^ h^m^ 

^y :7 T ic 1" 0 t^m ^ mnmm^^ :7 t ^aau # ^ § r *^ pXlg -e & 

So 

[0 0 5 7] 

mm-^ti. m^is^ (ACK) A^^y hi!f^mmizMi.xm^-^ns^z>iztj^^x 

[0 0 5 8] 

i<Lm<DAy -7 Tizmm^n^ ni^izkCK/t^ y htimm^n^^tizr^v. 
V h^mmx±^m\z^mt^z.t.f3'nmhLt^^. 

[0 0 5 9] 

/\ ^y ^* ggiM^ L 7^ 0 T'^^ L T ^; <}: v>„ 
[0 0 6 0] 
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[0 0 6 1] 
[0 0 6 2] 

^r^. m^mmzWi^^^mizi3\^^xit. ±mizM^x^>biz. :^yhu-i^ 

[0 0 6 3] 

CD 'ytm^ 7 y S r ^ -5 o 

[0 0 6 4] 

Avy7m^m\zmm-t^z.h^mnt.\^x\^^^. 

[0 0 6 5] 



1 6 



mfE# 2000-3007330 



1 1 — 137805 



[0 0 6 6] 

[0 0 6 7] 

[^^©llJfe®?^^] 

M:/n hn;i/^SSP (T:/U >57-- ^/ a >:/n ^^'^ A, ;&t>*ryu >!r-$/ a > i: lei 

[0 0 6 8] 

a:^^^7^>3>^srjia]^32, ^ai^y ^-9-Afmi@i]^33, ^m^mm^. fS«^ 

A ^y:7T»3i 1111^35, 7^-^:/ 7 T^aill«&37, A^yzfr^^m 

^11I1S&38, ^-YV39, ^'@:¥n-40, DMA^j^iag|4U 12 :^ ^ ^/ a > ^^a. -42 

M -t S j3l#-r > ^ :7 iL - X 46-e«|^ $ tl T V ^ -5 o 
[0 0 6 9] 

J&fe, :g^^gA^y 7T»jillIS&35ai#«^A^y >'T36i:T'® 1 lC^L:tSfil^ 
A 7 r ^agPSOl L T V ^ -g> „ 

O S;!j-:^^;i/20tt, SftV>!r^y h/^-y >'T22$:-g-tf h ^^X^K- hMXn h n 
;i/^aSIS21, :^^^y h'7-i^M:/n hi3;i/^Sg|524, jgitKF^^A (^/nMxKv 
-TA) 25l?#^$tlTV^^„ 
[0 0 7 0] 
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[0 0 7 1] 
[0 0 7 2] 

22cZ)S^^a93 (0l#8^) T-fe-SA^y >'tU >^*M'li$:•^^it^o 
[0 0 7 3] 

(D^mm^^y hX:^^m^> 4¥mmA^y h$:#^-&-r{COS:*r-:^;i/20lci^ 

-^izmm-t^ (i^sii®YEs)o 

[0 0 7 4] 

9- u y^m^v^(J^-n%';yBymmmmL^^->L'ux'^-\f.-x^)y.V^^%'C 

I1IS12, S13) „ 

[0 0 7 5] 
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hiz^tn^ h^y7.7i<- h»®T'-^A>^r'y h:«>^iE^-efe-Sr i:$:M^-2>fci* 
IC^x-y :J7-9-A$:ftSti-S (|oIS15) „ 
[0 0 7 6] 

s:r^$&-r-5fi[es:ii#L (IHS17) , nmm^^v y T36izm^7h^^^fz> imsis 
) = 

[0 0 7 7] 

$e>lC, »j2.111g&35tt. -9--lf:;^U>?. h43$:#mb, Tjf-f > 3? A^Jt-T ^ U _h 

*&TF^>^) (i^S19) , ^-rv39S:-^^P^^{C^>f AT'i? h 

•t^i^oVL'^V V-t^ (I^S20) c 
[0 0 7 8] 

'^m'BL^^-^^yy '7m(r>^v ^^m^\^xm'ihM%3^\z.m.-t (i^s2i) „ 

mS&SSli, X7^>y:/S17'-S19i:|sll:^l&f^$:ll^f L/T, hfvy ^A/r^y h92 (EI1# 
M) $:#fiS:l/T^T< (|^S22~S24) „ 
[0 0 7 9] 

*fc, «3iiaj?&35tt. =i:^^^i/3>^ii-42T-^a-rS^#/N°>!r^y M^:S.tjflf 

rcD^^> A^y 7T^#¥[f^llIS&38«, •9--tf7.';;?. h43JcfBA$ti7^A»y 7 
T y >^SI'lii93i:, 3:^^^r5>3>^3.-42lc|aA$tlfctf^y fJ^/N°>^r^y N;Ri:$:Jt 
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[0 0 8 0] 

]H(r>\^v ^ nfTv V(T>\f:v hg§$&T vny^=i.-Mi:i^h 

iim#$:l§^f-r-5 (1^527) „ 
[0 0 8 1] 

^\z^>{ j^r^vx^tz-m-^ (1^526) , iti$:^-rv39ii, Ay^T^M^m 

<5 (I^S27) „ 

[0 0 8 2] 

mi2>$:^^'t7tos:3?J-:^;^2o^c^3v^T, K^-r/N'25*^os^^y^rai^{ctr^y 

[0 0 8 3] 

:/n hn;i/^aaP24li, ^y ^/7\°>!r'y h©^>y ^^aS:^TVN, 

X/K- hM::^a h =i;y^{iaaP2iic?gi-„ 

hn;i/MagP21(D^My>^r^y h7t^y7T22li, -^IC, 

[0 0 8 4] 
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[0 0 8 5] 
[0 0 8 6] 

o 

[0 0 8 7] 

(Dmrnmrni. Mv^y hAyyyo^mizm^^^yyTvyifmmasiivxm^ 

[0 0 8 8] 

h^©ji^InlA>!r^y h94 (EI2#M, JK^^. ^t#y^•>^^ ^y h94i:?a;-r'2>) OS 
;S7 - ^;i/207b^i*# LT V>'5 > ^ U jtM>'"?^y y t45{C DM A^jtlllli«&41 

[0 0 8 9] 
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, 3 :^ ^ a > ilSllIlIS!&47 tCji e> tl S c 

>^Srj|iig&47{±, j^#a'>^ h 94<?) h t7 - ^ ^ h 9 

[0 0 9 0] 
[0 0 9 1 ] 

^^A^y ■7T;Rimiai8&49ii. hn;iy^M2i®^My>?r^y h/^^y ^^722 
*^ACKy\°>5r>y h^ri^^-t^^^SrpT^-TT'-^M^rtf-^L (|1IS33) . ^m^'^yy 

[0 0 9 2] 

^0^> jt^v'N'^irvy h94li, j|IM-r > ^ x-;<.46§:^ffi b^^S^^ >y h ^ 

^^-f > ^:7ai-^31){)^ #a:^^y h - ^ X)^ bTt A^r b 90(0^311* 

mt. ia5t?^b:tX7^^y:/S10-'S27i:|WIDT^-5o 
[0 0 9 3] 

-fBb, ;^^^y ::^S25T?#figt"<5i^-i^x U h^3(DAyyrVy-!fmii^BSit. 

y:^^>(±^ V ^ iz^iE-t ^ tii^-^mut^^ ni^iz. ^mv^y h/t^y 7x22 
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[0 0 9 4] 
[0 0 9 5] 

09 li, ^MM(3)(Z)l&'f^#Ji!i$:^b:'c:7D-^-v- hE|i?^-g)o zi®:7d- 

- h $:#mLTllMM(3)CDl&f^$:OTlCfi^-rSo 
2^IIJfeM(3)o hM^n h =3;i/^aig|S2l«. n:^^ a >#©:7 

[0 0 9 6] 

o 

[0 0 9 7] 

a > vyr 12(Z)#i J: y , S^fife A y 7 T 36(^) >y :7 T U > ^^'811893 ^ 
>>X7^A3-;i/{CJ: y O S;?j-:^;i/20{C®^-r-2> = 
[0 0 9 8] 

O S:;!j-^;i/20li. >f A25$:iig* UT-f > ^ 7 x ^'^-;i/30®/\- 
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[0 0 9 9] 

42) . ^fc, lisa 1111^32 li, -fe^y i/a>Mjimi?&i:$55-r^^T'fes*^, mmma 
mmixDn^^i/my m.%m^32 mmsmt. mi^[^mi>' m d t ^ s ® t% 

^•^±. :n:^^iyBymMm^S2iim'r^ZiHZt^. ZtHtn:^^iy3y^=L 
- o V ^ T % 1^ ^ 6 o 
[0100] 

Jgil^® yS43-S59©g&#l±, ® 5 l,ZmLt=.y.y^y ^Sll~S27i: |^ Cefe 

So 

. ^abTV%Siz^y $ya>(Z)7\°>?r^y hT'fe<2>*^^*^$:, 7^^^ y h90(D:^ hV - 

h43$:^mLT^S!I-r-5o 
[0101] 

^fe. X 5^ ^y >''S57T'Mv^S>'^ ^y^T y >^^*ll'fii93li, T :/ U >r- a > A v^/ 
:7 T 12® ^493-e & -5 . 

*7t. XT^^y yS59T'li, O SlCf!iyji^^S:±tfSz:htCj; S#^A^^y>' 
T36cz)fcf ^y ^/\°>!r^y Mi, hS^^y J^^^v V^'r-^ 

itrzfv^-i/my/^vyrmzm.m.-^tX'^a 

[0 10 2] 

ht=.m^\t. mm.^-f\zos\zmm\^. mmm.7^vyr\zmm^<D\^v^7^^v 

> o s CflP^c ji^f -5 ^ (1) 1^ D T' s c 
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[0103] 
[0104] 
[0 10 5] 

J^gn^y :7T36ld;, OxOOOOO—OxOOfff, OxOlOOO—OxOlfff, 0x02000—0 

x02fff, 0x03000~0x033ff, :5ttKOx03400~Oxl33f f tCfrj »J tlT S „ ^fe, 

[0 10 6] 

•T'-^92_2'^^^$tlTVNS<. /\ >jr92_uj;, TCP/\ *y ^jJttJ^IP^ ^ 5:?®*^-^ 
[0 10 7] 
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[0108] 
[0 10 9] 

[0 110] 

|sl|ll(2)li, _h^M®>^n hzr;i/i:^®##S:^bTi3t>, :*:|lifeM(4)"r li, 
TCPyn hrr;i/S:MVN-g>(Z)T\ tcp= " 6" h =i;i/'7 KJc^^ii^ti 

So 

[0 111] 

E|16(l)li, If ^/1>!r^y b92(Z)7:r-v^y hM^r^UTVNSo Zl (Z) ^y 
>5r ^y h mt. IP^ ^y ^5^92_3:S:t;^TCP/\ jfQzjLtf' hf y ^^7^°>?^ y h^v ^*92_ 

IP/\ »y ^*92_3^mCP^ V i5f 92_4® :7 - V ^y Mi, IP^ y ^3 

[0 112] 
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y^^^'mit. mC. ACK, PSH, RST. SYN, jatJ^FIN^^ ^''T'^^^tlT V^So 

, TCP:R, 25LtJf "0x00" -;l/KT'«^^$4^TV^So 
[0 113] 

lligM(i);5it?llifeM(2)^«ai?^^-a-t)-itfe=fe>0"r'fe'2>cDT% :7n-5^^- Mgij:# 

[0 114] 

i^--/t®Jt&M®0 S5!3-:^;V20 me 0m) tt, =i:^^i/3>#lCTCPA>?r 
[0 115] 

i^:^, ^^feiPTKixx, lB^3K-h##, :/nb3;i/##, 

;s:t>*^#v>^^y vnvy7 0^'^nm.x-s^^^m?^vy7^>{% c^^^ft) 93$: 

So 

[0 116] 

F^>fA25li, v'N- F^3iT l^^'X^Sl (®U#m) ®— D (servtop) $:BT 
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^^/N' yyr'^)-^ X93 ^^yii-7 3L--7.'E:P=L- ;i/30CD i?- - kf X U :^ h 43 (015 

(i)#M) lc»^Jitfo 

[0 117] 

K/N°>r^y h &-r>^ 7 x-;^^$;:i-;i/30ic jiff's c 

[0 118] 

3 >MSUIlIg&47{Cjl^tl'5c 
=r:^^^^S/3>i^S[IllIj^47ij:, i?-- If X U X h43(D=i:t^ ^ ^> 3 >«^i:/\°>!r -/ h 

^jLv^-t^r^f^iz. ip^ V ^'(D^m-fy^ hio 9 - K g (016 a)Rxj^ (2) #m) 

^^a.^^^, iitf hS(Z>ACK:7^^*= "1" x&^-fy^^if^^m^-t^o ACK:7^^*= 

[0 119] 

-^^r^ K'^-b--rxttmiHis&48*^, i6~3itr^y h(^':;>r >F'^?>'-^- 
[0 12 0] 

— i^#7C3j^:^ hA^e>-r >^7x-;^^ e;^'rL-;i/3035)^, '^m^ y'$ty :c-x 
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o 

[0121] 

n:^^iyaymmmm2lt. TCP/IP^ ^CD 3 t7- Kg9~15tf-/ h®-^D h 
4, 5r7-FSOj^^7t:lPTK^x, ^$feIPT Fl/x:atJf7 y- KB 

[0 12 2] 

<ta-r^^A>5r^y h^e^S^^, IOC'- Kg®10-'15tf h©URG, ACK, PSH 
, RST, SYN, Amuy^^(D(p<Dl-DX'i) "1" t)^:iL-oX\^^^m^. BP^IC, 
±^M^CM< r hT'fe-Sfei*, f|«I^A^y7 T36-e#a-fr 

[0 12 3] 

-y'yfl^ "1" Jeil^®7N°>r^y Mi. Ef5T'a^Litl&f^#lli®X5^^yysi3~S27 

■r^t)-^, ^:ii^y ^•9-Aimim{^33li, B|l6(3)lc^L:fc%<K^^y 
, ^iK^^y^, TCP^^y^\ ;S:tJ^7^-^^$:^a5^5iA."eTCP^3i^y ^-y-A^rftSb 

[0124] 

T^-^SrH^^A^y >'y36lc»^3itfi:I^NFtc, -y r^>{ X-SLtS-n>T v Vm. 

[0 12 5] 

)^V7T ^^'^'^m^Zm.. >r - ;i/ F S: - >^ U X h 43(7) ^y T -b- 
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^Jt^y h^^^-^OyL. O S:j!J-:^;^20^Ci!IJi$:*^^^-g>o 
[0 12 6] 

>r >^i:«ii?^^T Kb;^$:5^i-^-r hJ^-^^^icj; vmm-^n^. 

[0 12 7] 

A^y 7TlfSIlfl^37ti, A^y :7r»i2tIl^^35}^)^e>®^e^^^cJ; *JA:^J'r-5i:»ji 

LT "0x0" ®T Kl/X$:m;^Jt-^ = 
[0 12 8] 

Silfife A >y :7 T »i2>lll]i!&35li, A v-7 7 ^SISj?&37*^ e> T K 1/ X If'W^'^ ^ :t 
^-^li, n :^ ^ 3 > ^ -42 (S14#M) ® i^' ^'V\°>?r v V m^T K l/X (cif 
v^n^v h<Z)rfl^diSS:IBAL/> A^^y b 7 r36©^ 

[0 12 9] 

^^y ^*g'JI^IlI1^34li, zi:^^^i/3 >:^rL-42(DA>ry h#-^S:MT> " 
0" ©«-^l±«lOOA°>r^y hT'feSil^'imLT, TCP/IP^ ^y ^5f=fo-^«)TS«mA 
^y y^Ttfiiiai^SSlCigL, A>r^y "1" J^A_h®^-a-li— o BJSill^® A>!r 

^y hT'fe-SiiWf^b, ^«y ^'aiS$:g!IIii^LT^-^S^^©*B«^A^y 7 T»iiIlI 

[0 13 0] 

H^^A'^y >'T»5iIiIli^35li, S^fiKA -/ t36{CS^(5D ^y h 

^-rv39$:-^^r^#tC^-f AT't? h "tS i; e) fC-fe ^y h 
•t-5= -ebT. A>!r-/ h SrH^^ A ^y 7 T 36 lC#^iitf #{C, zr;^ i/ 3 
-42|^©A>!r^y "1" f6\'^i^t)VYrv^-t^. 
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[0131] 
[0 13 2] 

A^y 7T^f4^W^im{^38li, 3:^^^'i/a >^n.-42® "/\°>!r-/ h^:R 
" U:^ h43|:^cD >'T-9--f X (^^^*) " Critic "/t>!r»y 

h^^R" *^ "A^y:7r-b--rX" $:Mx-TV^S«^, fci'^y ^*A>r ^y h $:^ft:^^rL- 
40{C^n.->f > ^L, C PU7UC#Jjli$:ffi'J'tSo 
[0133] 

^m^=^-^Q (013#M) ictt, :S=if^/t^y >'T36f%(D7\°>^^y 
:t<^^i'3>^3.-42(Z)tf>y ^V\°>^r^y h^*&r F l^:^) $:IBAi-So 

[0134] 

L, A^y >'T^#W^imi^38lC3i^-r-5n A^y 7T^#Nyj^taS&38li, A^y^T 
rL-40lC«^j2,^, zi:^^5r >:^^-42(D>t?fJC5-t-^ri:^^^'i/3>®^^-$:7^ 

[0 13 5] 

O S:it7-*;b20CD Kv>r>''«25tt, -f >^ >'ai-X^^:;>'ii-;i/30a; USOji&^l-t 
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[0136] 

DMA^i^iaS&41«DMA^3^S:^$&L, ^M^^^ -40lC:^$ tlfc, /K^f^^T 
O S:;!j-:^^;i/20li, ^#L7tbf >y i^Vt^r^y h ^-^tfinbuf $:-'0®/1>ir ^y h i: L 
L J: ic, b fcf ^y ^Vt>?r ^y b ©7^- ^Mlt^m V v h f^v^r ® ACK 

[0 13 7] 

-:^;i/20(Z)TCP:/n h zi;i/;&^bjgjt$tl'5ACK7\°>^^y M:^®'^7'f > F^^-f F 

^ 0 17 #M b T M -r e o 
[0 13 8] 

Hi7(i)ic^t-J; e)tc, o s^-:^;i/20{c^t-t^TCP>^n h3;i/ti, ^fgy>?r-/ 

rcv_adv7jf -f > ^ ^mm v^v v/^^yyy ^^Ritg 1? -5 r h S: mmm 

>^^i3^^gffl!^TCP*^^^Mb:*^7^-^(Z)->->^^>>^.##^cl^J£bfe'fa, -D^iJ^k 
[0139] 

M)- {(rcv_adv;K-^>^}6'5JIL^t-TFU:^) - (rcv_next;jf ^ > ^ *^f| b^l" 
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F'i/i^^Xi: LfcACK7N'>!r^> hSrjIlft'rSo 
[0 14 0] 

[0141] 

^ T ic a: t) n tf - -r s 7? -6 o 

[0 14 2] 

r^^(i){cj;t;, nmm.^^vyrmzmm\^\^v^n^vVitt^^ 

• • • -^(1) 

[0143] 

L> > if LTVn^ ^(delayed ACKA>!r^y h) 

Z.Ch'r-^ hlCi!||g/^;:^(Z)7^^=fo52:TT3i'fgf -SZlilT^ delayed ACK 
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[0 14 4] 
[0 14 5] 

3 <fc y , J^vVr ia]?&38«, ^ t T' (CS^fi^/N' -/ T 36 \Z 

hSrtf^y ^^A>!r^y h^fbUT^^, T36f*|©T'- 
^ F l^:^ (n:^^ ^> a > ^^-ICIBA LTfe§) S:^#^ri.-40lc»^Ji^5^ 

[0 14 6] 

^fe, h*^e>016(2)(7)RST;S:t>*FIN:7^^*?&^^tl^tliZ:o TVN-5FIN 

, O S^-:^JV20it^ F^-r A25$::frL/T> if- fcf;^ U X h43lCT ^ -fe^ b, ^ 
[0 14 7] 

yhv ^—D-^-D±izm^^mM^n^r=.^. iTfc5&-9--if^ux h43(Z)«^ji 

[0 14 8] 

O S:;f7-^;i/207&>e>(Z)-f >^7ic->5.^i>^a.-;i/30©7N- F'i'aiT^ai 
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7 ^ ^ tc^a -t -5 r RTIg ^ ^ o 
[0149] 

- /i^lg S:fg« b r i: {c j: »J >^ n ^ S: =fe,l^^ r h nflg h ^ 

So 

[0 15 0] 

■trj:t>t>. :$imm<DJ^^y hmmmmt. mm^^^hei, ezizisn^mm^ > 

l^0^c^3v^T. ilMdNXheiid;, LS^-f-y^si, jIMMso. AxfL3:^>(y 

[0151] 

>!r«y h$:L3X-f »y^8lS:/M^Til#ll80tCjiim-r-5o 

^#il^T% ^'fiA°>^^y h &NIC^SI^^c|g^■j■^tl^l^«^!^>'^'«y-7T^c^ai-'2) 

o 
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(5)os?!J-:^>n/20^ci3v^Tii,^MLfe/^'>^r^y hic>i^fL. iP:/n Kn;i/^a:5L 

TCP^M/N' :7 T ic T >'^°>?^ h S: ^ o 
[0 15 2] 

^ i; /r - 3 > {c^^ L :t /N°>5r b S: zi bf - -2> o 
2{s:^^lc<J:niJ, NIC^g)b>e>S#LfeS«fife^©IPA'^r-/ MiTCP^^A^y^ 

[0 15 3] 

-5 bT |g S: M ^ f r i: # § o 
[0154] 

[0155] 
[!^^®^*] 

u±Mmhtz.^o\z^ ^^m\z^^;tfrv v^mmmziii^\■s.. ^^m-^m^ 
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[0 15 6] 

^ y }c>i^ b> o s t!? - ;i/;«)'^T ^'■fe::^(^^U3tr-^)-r-53i:icj:syny^ 

[0 15 7] 

[01] 

[EI2] 

IC S A >t v V ^S^g ® MSI (2) zrt L >^ n ^ 0 -5 o 
[S3] 

[04] 

[0 5] 

HifiM ( 1 ) t&f^#MB ^ b 7^: 7 n - 5^ -v - h 0 -e ^ o 

[0 6] 
[0 7] 

^SSM (2) (^g&f^^JlR ^ b ^ n - ^ ^ - h 0 T S o 
[0 8] 

[09] 



miiE#2 0 0 0-3 0 



4t¥ 1 1-137805 

HiSM (3) (^i&f^^WB S: ^ L 7 n - ^ ^ - h BIi? S o 
[Hio] 

[011] 

[012] 
[013] 
[014] 
[015] 
[016] 

^^^tc-^-SA'^^r^y h^a^Slcfett-5fcf^y ^^A>5r^y hcD'x^y ^ (TCP/IP) (D 
[017] 

TCPyn hn;i/{c^{-tSACK7\°>r^y hOji^^ -r ^ > ^^S:^b;'^0"e$><5o 
[018] 

[019] 

Se^f^CDL 3 X-r «y5^$:Mv^fcA>^^^y h^O-S^ttSril^ Lfc:/n ^y ^ ST-feSc 
[020] 

3 8 ailiE#2 0 0 0 - 3 0 0 7 3 3 0 
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CEI21] 

10 A^r^yh^S^e 

11 >M::^D h3;i/^a.SSP 

12 T:;^i;>?r-i>a ^/-^-z >'T 

20 OS?tj-:^;i/ 

21 hM^n b3;i/^aSIS 

22 ^mv^vYAv-yr. ^m^^v-yr 

24 :^^y hy-;;7M-;^n h3;i/^Sg|s 

25 K^>rA 

31 ^M^r >^:7 i-::?. 

32 n^^i/B^ y^mm^ 

33 ^•9-AffMllI{i«& 

34 ^v^'m^m^ 

35 ||#^/1^y:7r«3iiai& 

36 S=^^7l^y:7T 

37 Avy 7^MM^ 

38 A^y >'T^#fll^llI]?& 

39 ^-Y V 
40 

41 DMA^3t[lIli!& 

42 Zl^^ t/ny^=L~ 

43 -!?--tfXU;^h 

44 mm^=i-- 

45 3llM7N*^y7 7 

46 32l^-f 

47 n-^^ iy^ymmm^ 
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48 ryy(y}:yy^^xmiiim^ 

49 ^m^^yyy^tiwm^ 

50 ^m^^^yyr^mT^^m^ 

51 

61, 62 /Jn::^ h 

63 -b-y^^yh 

64 :/n:3irt/>r -b--/"? • 

65 ^ > t$f - h 

66 zfU^iz-C"*)--/^ 

67 ;b-;5? 
71 CPU 
72 

73 /t;^ 

74 CAM 

75 

76 ^>y^mmm 

77 A:^;{WSW§|$ 

78 ^;t^^U 

79 m:dMSWSI5 

80 mmm 

81, 82 L 3 X-r 

83 ;i/-^>r >^^aimJ^ 

84 swap 

85 fHi^AyyT 

86 ::^n h 

90, 91 ^MA^r h 

92 \^v^A^vh 

93 ^^^S 

94 iI#A>r^yh 
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95 7g#A>5r^y N 

96 n:^^$/3>W^ 

100 Ji^jf/n h3;i/MSS 

101 ^mAyyr 

102 ^m^yyr^^nmm^m 

200 tfi^M>'"D 

300 Tum -^uhzi )imm^ 

301 nmm./-^yyTmmm 

302 =i:^^e/3>^SfJia]^ 

303 ^«^#f(I^g|S 

304 5^ai>y ^^i^-AItltlllj^ 

305 j^fr^^ffiJA^ir-y hf^W^Mmm^ 

0*, m-m^iim-xitmmm^^^^o 
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90 
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20 OS*— 
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CPU 



90 
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42. 



43. 
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(reassembly buffer) 



(receive_queue) 



(connect i on_queue) 



-t»— ex'JX h 
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(register) 
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[®1 2] 



92 J" 



92_2i 
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31 


TAD/ID^ ... 
TCP/IP'^ V > 




aCP/IP header) 
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(data #3) 









(read pointer) 



(write pointer) 



36 
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]3Hi5clPT KUX(src IP address) 


^^\PT KUX(dst IP address) 




i^(src PORT) 


^5fe7K-h#^(dst PORT) 








(protocol) 


(buffer_si2e) 


(connect i oruqueue address) 



(2) 







m m 


icmp 
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(internet control message protocol) 


tcp 
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(transmission control protocol) 


egp 


8 


^SP^'-hW ■ 7*0 Fail, 
(exterior gateway protocol) 


udp 


17 


i-r -T -i'r7A-7'Ph3JP 
(user datagram protocol) 
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27 


*)i47r^ ■ r-^rik • 7' am 

("reliable datagram" protocol) 



ffill# 2000-3007330 



11 — 137805 



mi 6] 



(1 ) 



14 8 10 16 19 24 



92 











92.3-' 






1 

P 






















92_lH 

< 








92_4^ 






T 






C 






P 
























9Z_2i 





(VERS) 


(HLEN) 


(SERVICE TYPE) 


/ <^ h ±S aOTAL LENGTH) 


SS33iJ^ (IDENTIFICATION) 


(FRA6S) 


(FRAGMENT OFFSET) 


aiME TO LIVE) 


(PROTOCOL) 


/V y • ^ X ^ 

(HEADER CHECKSUM) 


2l(i5clP7 KU;^ (Source IP Address) 


3S5felPT KUX (Destination IP Address) 


:*-3^i^3>{0PTI0N) 


(PADDING) 



3ie5n7K—hS-^ (Source PORT) 


?effc7K— hS# (Destination PORT) 


— (Sequence Number) 


Sii^SS-^ (Acknowledgment Number) 


T -*t7*7l 
(HLEN) 


(RESERVED) 


(CODE BITS) 


't^^f^K'!? (WINDOW) 


5^ X ^ if A (CHECKSITO 


Kgl7K-f >^ (URGENT POINTER) 


:i-::^i>3>(0PTI0N) 


>^(PADDING) 


7^-^ (DATA) 


10 











URG 


ACK 


PSH 


RST 


SYN 


FIN 



(3) mm^v^ 



16 



31t*7h 



5H17C I P7 K L/X (Source IP Address) 



I Pr KL/X (Destination IP Address) 



0x00 
(ZERO) 



7" Ph3JV • 
(PROTOCOL) 



TOPS 
aCP LENGTH) 



1 6 



mSE^ 2000-3007330 



1 1 — 137805 



[01 7] 



(1) 













-•■ 




(1024a- 
1025 2048 


{5121 


i 


\ t 



rcv_next=2049 



rcv_adv=4097 



(2) 



rcv_next 



I rcv_adv 
i 



win 



(3) 



rcv_next 



rcv_adv 



> K*!? win 



mi 8] 



aflTt^X h62. 



77" 'J^-ya> 




81 


OS*— 




./^10 








1 7 



aiSE# 2000-3007330 



#5p 11-137805 



[01 9] 



IV- \- {2,)1 



IV- h (2)-^ 



31 i^— ^ ' 46 



< 



'^86 



20 OS*— :HyU 



7" 

83»-fO^'fliais]K 84 



81 L3X-fv^ 
(/\— K-t^xT) 



1 8 



ffiSEilt 2000-3007330 



11 — 137805 



[02 0] 



81 



CPU ^71 



y-f>y^'J 1^72 



73/ <X 



74 



CAM 



90 



75 76 




77 



78 



79 



95 




rrx 



46 



ffiSEiNF 2000-3007330 



#5p 11-137805 

[021] 




ffiltE# 2000-3007330 



i^^p 1 1-137805 

mm: 

mm: mmit^nr^mm^fuh^jv^n-D^-^^^:^ h^mmmizmi^. ^mm(D 
So 

3t^b> ^a^#W^g|$303*^. If ^*A°>!r>y ^92©•9--rX^^^^»93^CSo' 
[^^0] El 1 



1 



ffi|E#-2 0 0 0-3 0 



#5p 11 — 137805 



m m A 



mM^^ C000005223] 
1. mm^nB 1996^ 3H26H 

ft m #^;ifm;ifii>tmtfMK±/hffltfJ4Ts 



1 



ffi|iE# 2000-3007330 



